TERMS OF REFERENCE FOR INDIVIDUAL CONSULTANT
	Consultant – Data anonymization training

	Hiring Office:
	UNFPA Sri Lanka

	Purpose of consultancy:
	The UNFPA office in Sri Lanka is hiring an international consultant to train staff of the Department of Census and Statistics (DCS) on common data anonymization techniques and make recommendations on the optimal anonymization solutions suitable for DCS. 
Background:

The Department of Census and Statistics (DCS) is the central government agency responsible for collecting, compiling, analysing, and disseminating accurate, reliable, and timely official statistics for planning and monitoring the progress of development programmes and the socio-economic status of the country. Access to data collected by DCS is vital for research within the government and by the wider research community. DCS is required to ensure privacy and confidentiality when providing access to data and therefore, it is important that DCS uses robust data anonymization methods. 
Since 2019 UNFPA has been providing technical support to DCS to strengthen its capacity for data dissemination and communication. As part of this continued support, the UNFPA intends to support DCS to improve data anonymization to facilitate greater access to micro data while maintaining confidentiality and privacy in line with the new Data Privacy Act, the Statistics Ordinance and the Census Ordinance. The training is intended to (1) educate DCS staff on the principles, methods and best practices of data anonymization, (2) provide hands-on experience of using tools for data anonymization and (3) identify suitable data anonymization solutions for use by DCS. 

	Scope of work:
(Description of services, activities, or outputs)
	The consultant is expected to:  
· Conduct a needs assessment to identify specific data anonymization needs of the department and recommend optimal anonymization solutions. 

· Develop a comprehensive training curriculum that covers at a minimum data anonymization technique, software tools, best practices, legal and ethical considerations.

· Develop training materials including presentations, handouts, exercises, case studies and participant book.
· Deliver well-structured and engaging face-to-face training.
· Conduct pre- and post- training evaluation.
· Prepare a final report with evaluation results and recommendations for follow-up.

	Duration and working schedule:
	Total working days is estimated to be 12 days from 01-30 November 2023.


	Place where services are to be delivered:
	The consultancy will consist of remote working and mission to Sri Lanka. The mission will be in November 2023. In Sri Lanka the consultant will be based at the DCS Head Office located in Sri Jayawardanepura Kotte.

	Delivery dates and how work will be delivered (e.g., electronic, hard copy etc.):
	The consultant is expected to deliver the following:

· Report on the findings of the needs assessment.

· A detailed training curriculum with materials including presentations, handouts, exercises, case studies and participant book.

· Delivery of the well-structured and engaging face-to-face training.

· A final report describing the training process, results, recommendations on the optimal data anonymization solutions for DCS and detailed methodology recommended to be adopted. 

	Monitoring and progress control, including reporting requirements, periodicity format and deadline:
	Meetings (preferably in-person) with the Director General of Census and Statistics at the beginning and at the end of the consultancy period. 

Regular meetings and correspondence (on-line meetings, emails etc.).

	Supervisory arrangements: 
	On data anonymization related technical matters, the consultant will report to the Director in charge of the Data Dissemination Unit of DCS and the Programme Analyst – Population Data and Ageing for operational matters. 

	Expected travel:
	The consultant is expected to travel to Sri Lanka in November for 7 days.

	Required expertise, qualifications and competencies, including language requirements:
	· Advanced degree in Statistics, Data science, Demography, or a related discipline.

· Minimum 7 years of experience in teaching or training in data anonymization methods.

· Experience of working with national statistical offices on data protection and dissemination.

· Strong interpersonal and communication skills and ability to work effectively in a multi-cultural team.

· Strong analytical and presentation skills.

· Fluency in written and spoken English.

	Inputs / services to be provided by UNFPA or implementing partner (e.g., support services, office space, equipment), if applicable:
	DCS will provide necessary microdata files and a workstation to work in the DCS office based in Sri Jayawardanepura Kotte.

UNFPA will provide a workstation if the consultant requires to work in the UNFPA office in Colombo. 


	Other relevant information or special conditions, if any:
	Interested candidates should submit a Cover Letter, Recent Curriculum Vitae (CV) and financial proposal for each deliverable indicating the number of working days for each deliverable.


	Signature of Requesting Officer in Hiring Office: Poorani Radhakrishnan
Date: 11 September 2023



